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Alfresco Developer Guide: Mastering Enterprise Content Management

In today’s digital era, organizations rely on robust content management systems (CMS) to store, share, and protect 

information. Alfresco is a leading open �source CMS that powers countless enterprises worldwide, offering 

advanced features such as version control, workflow automation, and secure access management. For developers, 

mastering Alfresco means learning how to extend, customize, and integrate the platform to meet unique business 

needs. This comprehensive Alfresco developer guidewalks you through every step—from installation and

architecture to advanced customization and deployment.

Why Alfresco Matters for Developers

Alfresco’s flexibility stems from its modular architecture and open �source foundation. Developers can:

•  Build custom modules and services in Java or JavaScript.

•  Expose content through RESTful APIs or GraphQL endpoints.

•  Integrate with external systems such as ERP, CRM, or AI services.

•  Configure granular permissions and compliance controls.

•  Leverage community plugins or create your own.

Whether you’re building a document portal, automating approvals, or creating a knowledge base, Alfresco provides

the scaffolding to turn ideas into production-ready solutions.

Getting Started: Prerequisites and Installation

System Requirements

Before diving into development, ensure your environment meets the following:

1.  Java Development Kit (JDK) – Alfresco 7.x requires JDK 17 or later.

2.  Database – PostgreSQL (recommended), MySQL, or Oracle.

3.  Application Server – Tomcat 9+ or WildFly 27+.

4.  Operating System – Linux, macOS, or Windows (development only).

Installation Steps

1.  Download the latest Alfresco distribution from the official site.

2.  Unpack the archive and navigate to the tomcat directory.

3.  Configure alfresco-global.properties to point to your database and set the alfresco.context.

4.  Start Tomcat: ./bin/startup.sh (Linux/macOS) or startup.bat (Windows).

5.  Verify deployment by visiting http://localhost:8080/alfresco and logging in with the default credentials.

Once the core is running, you’re ready to explore the Alfresco developer guide in depth.

Alfresco Architecture Overview

Core Components

Understanding the architecture is essential for effective development. Alfresco’s core is composed of:



•  Repository Engine – Handles data persistence, versioning, and search indexing.

•  Share Portal – The web interface built on Spring MVC and Angular.

•  Content Store – Stores binary files in the file system or cloud storage.

•  Search Engine – Powered by Solr, providing faceted search and full-text queries.

•  Workflow Engine – BPMN-based, enabling custom approval processes.

Extensibility Points

Alfresco exposes multiple extension points that developers can hook into:

•  Java Service Layer – Create custom services, interceptors, and data models.

•  Spring Beans – Override or add new beans via alfresco-global.properties or web-extension.xml.

•  REST API – Consume or extend REST endpoints; build custom endpoints using Spring MVC.

•  Share UI – Add or replace widgets, pages, and Angular components.

•  Solr Schema – Define custom fields and facets for advanced search.

Mastering these extension points unlocks the full potential of the platform.

Development Tools & Environment Setup

IDE Choices

Java developers typically use IntelliJ IDEA or Eclipse. For Angular/JavaScript, Visual Studio Code is popular.

Ensure your IDE supports Maven or Gradle for dependency management.

Maven vs. Gradle

Alfresco projects are commonly built with Maven:

&lt;dependency&gt;

  &lt;groupId&gt;org.alfresco&lt;/groupId&gt;

  &lt;artifactId&gt;alfresco-repository&lt;/artifactId&gt;

  &lt;version&gt;7.0.0&lt;/version&gt;

&lt;/dependency&gt;

For Gradle, add the Alfresco repository and dependencies accordingly.

Local Development Server

Use the alfresco-oss distribution for quick testing. Keep a separate instance for production to avoid accidental data

loss.

Debugging Tips

•  Enable org.alfresco.repo.debug=true in alfresco-global.properties for detailed logs.

•  Use Tomcat’s remote debugging port (default 8000).

•  Inspect Solr indices via the /solr/admin UI.

Building Custom Services

Service Layer Basics

Alfresco’s service layer is a set of Java interfaces that encapsulate business logic. To create a custom service:

1.  Create a new Java class that implements the desired interface.



2.  Annotate with @Component and define the bean in web-extension.xml.

3.  Inject other services via Spring’s dependency injection.

4.  Deploy the JAR to tomcat/lib or as a bundle in tomcat/alfresco/extension.

Example: Custom Metadata Service

Suppose you need a service that enriches documents with external metadata. The following skeleton shows the

essential parts:

public interface ExternalMetadataService {

    Map&lt;String, String&gt; fetchMetadata(String nodeRef);

}

Implement the interface, register the bean, and expose it via a REST endpoint.

Testing Services

Write unit tests using JUnit and Mockito. For integration tests, use the Alfresco AlfrescoTestCase base class to

bootstrap the repository.

REST API Customization

Extending Existing Endpoints

Alfresco’s REST API follows the Spring MVC pattern. To add custom behavior:

1.  Create a controller class annotated with @RestController.

2.  Map a new endpoint: @RequestMapping("/api/custom/metadata").

3.  Inject your service to perform business logic.

4.  Return JSON or XML responses.

Securing Custom Endpoints

Use Spring Security to restrict access:

@PreAuthorize("hasRole('ADMIN')")

public ResponseEntity&lt;Map&lt;String, String&gt;&gt; getMetadata(@RequestParam String nodeRef) {

    // ...

}

Define roles in alfresco-global.properties and map them to users/groups.

Documentation & Versioning

Document your endpoints using Swagger or Spring Rest Docs. Maintain backward compatibility by versioning the

API (e.g., /api/v2/custom/metadata).

Customizing the Share Portal

Adding New Widgets

Share’s UI is built on Angular. To add a widget:



1.  Create an Angular component in share/src/app/components.

2.  Register it in app.module.ts.

3.  Define a new page or modify an existing one via share/src/app/pages.

4.  Deploy the updated bundle to tomcat/webapps/share/WEB-INF/classes.

Replacing Existing Pages

Override Share pages by placing a new JSP or Angular template in web-extension.xml and mapping the URL. For

example:

&lt;url-pattern&gt;/share/page/custom-dashboard.jsp&lt;/url-pattern&gt;

Internationalization

Alfresco supports multiple languages. Add new locale files in share/WEB-INF/classes/alfresco/messages and

reference them in the UI.

Workflow Development

Designing BPMN Processes

Alfresco’s workflow engine uses BPMN 2.0. To create a workflow:

1.  Use Alfresco Workflow Designer or a BPMN editor like Camunda.

2.  Define tasks, participants, and signals.

3.  Publish the process definition to alfresco/workflows.

4.  Trigger the workflow via REST or Java API.

Custom Task Forms

Enhance user experience by customizing task forms:

•  Create a new form definition XML.

•  Map form fields to workflow variables.

•  Deploy the form to share/WEB-INF/classes/alfresco/extension/forms.

Integrating External Services

Use Script Task nodes to call external APIs (e.g., document signing, AI classification). The script can be JavaScript

or Groovy, depending on the engine’s capabilities.

Repository & Data Model Extensions

Defining Custom Properties

Extend the Alfresco data model by adding new properties:

1.  Create a new XML file under alfresco/extension/model.

2.  Define a new &lt;type&gt; or &lt;aspect&gt; with properties.

3.  Deploy the file and restart Tomcat.

Using Aspects

Aspects allow you to apply metadata to multiple content types without altering the base schema. For example, a

reviewable aspect could add a reviewDate property.



Indexing Custom Fields

To make custom properties searchable, update the Solr schema:

•  Add a new field type in solr/solr-templates/solrconfig.xml.

•  Map the field to the content model in solr/solr-templates/schema.xml.

•  Restart Solr and reindex.

Security & Permissions

Role-Based Access Control

Alfresco uses a hierarchical role system. Define roles in alfresco-global.properties and assign them to users or

groups. Use the 
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